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Abstract
Identification and authentication are vital components of
many online services. For authentication, password has re-
mained the most practical solution despite it being a weak
form of security; whilst public-key cryptography is more se-
cure, developing a practical system has been an impediment
to its adoption. For identification there is a lack of widely
adopted protocol that isn’t dependent on trusted third parties
or a centralised public-key infrastructure. The Fiat–Shamir
identification scheme solved this issue but by assuming there
was a single identity issuer to begin with, whilst in reality
you would have multiple identity issuers. Here we introduce
deeID, a mobile phone and blockchain-based system that en-
ables multiple Fiat–Shamir identity issuers for identification.
deeID is also considered to be an out-of-band authentication
scheme that enables better than password security whilst re-
maining practical. We achieve a decentralised network of
identities that is used for identification and authentication,
thus providing a common protocol for organisations to use
when communicating with respect to a user (identity holder).

1 Introduction

Identification and authentication are an integral part of our
interaction with the internet, yet the technologies underpin-
ning these interactions have remained open to attack because
the defensive barriers are easily breachable. Password, which
underpins most authentication protocols, is a weak form of
security [1]: it’s open to user errors [2] (such as re-using
them [3], forgetting them [4] and sharing them) and it doesn’t
scale well.

Identification is closely linked to authentication and on the
internet it remains to be an open problem. Identification is
widely based on archaic processes which involves our knowl-
edge of personal information such as full name, date of birth,
and address. Combining weak password-based authentication
schemes and poor identification systems we reach an ecosys-
tem plagued by security and privacy concerns at every corner.

Large scale data breaches [5] have demonstrated the ease at
which identities and user accounts can be stolen [6] and this
has damaged the trust we put into online services.

The concept of treating an online service as an adversary
is not a new concept and is demonstrated in the work of
Fiat and Shamir [7] through what is now known as the Fiat–
Shamir cryptosystem. This cryptosystem is a novel method
of identification that allows a pair of users to communicate
securely without exchanging public keys and it negates the
need for a public-key infrastructure (PKI). Its drawback is
that it uses a single trusted entity to issue identities. However,
in reality the world is far more complex and one requires
multiple identity issuers (such as your bank, passports and
birth-certificates).

In this paper we design and implement an out-of-band au-
thentication and identification system, named deeID, using the
Fiat–Shamir cryptosystem but extended to allow for multiple
identity issuers. We use the comparative framework by Bon-
neau et al. in [8] to compare our system with password-based
authentication schemes.

deeID is a mobile phone and blockchain-based system. We
achieve the extension of the Fiat–Shamir cryptosystem by
leveraging a blockchain network as a decentralised public-
key infrastructure (PKI). Using blockchain as a PKI and as
an identity management tool are topics of ongoing research.
The likes of Namecoin [9], Blockstack [10] and Certcoin [11]
are examples of organisations attempting to recreate DNS,
identity and certification services using blockchain. Other
examples that have used the blockchain as a PKI include [12]
for IoT devices and [13] for identity management.

The complexity of our relationship with digital systems
(human-to-machine relationship) and the drawbacks of pass-
word have motivated us to envision a password-less relation-
ship with the internet and machines around us. The dynamism
of identification (uniquely identifying an entity) and authenti-
cation (proving who or what one claims to be) in this human-
machine relationship further makes password unfit for pur-
pose. Password-based protocols are a what we know method
of identification, the other two are methods are: what we
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posses and what we are. Password has remained the domi-
nant end-user authentication due to its practicality [8] but the
ubiquitous mobiles phones [14] [15] is already changing that
practicality aspect.

The benefits of the proposed system beyond the existing
motivation of replacing password as an authentication tool are
numerous. Having a single source of identity in an economy
can prevent identity and synthetic identity fraud [16].

Our contributions are as follows.

• Fiat–Shamir cryptosystem extension. We propose a new
approach to the Fiat–Shamir cryptosystem where an
ecosystem can have multiple identity issuers. The cryp-
tosystem is explained in Section 2 with its design into
deeID in Section 3.

• Design of deeID. The proposed system is a mobile phone
and blockchain-based authentication and identification
scheme. We design the system with the Fiat–Shamir
identification scheme that utilises a blockchain network
as a decentralised PKI. Design of deeID is explained in
Section 3.

• Implementation of deeID. The implementation (see Sec-
tion 4) constitutes of the following components: mobile
phone application, Ethereum smart-contracts, web appli-
cation and accompanying code. The implementation is
available online at https://github.com/deeId.

• Mobile phone and blockchain based authentication
scheme. We compare this new class of authentication
scheme through deeID using the Semi-structured Eval-
uation of User Authentication Schemes Framework [8].
This comparison can be found in Section 5.

2 Background

In this section we will explore the definition of identity and
its representation, existing authentication schemes, and iden-
tification cryptosystems.

2.1 Identity
The Oxford dictionary defines the word identity as The fact of
being who or what a person or thing is. Identity is a unique
representation of an entity. One can uniquely represent a
human and their identity by concatenating the person’s char-
acteristics, such as: hair colour, genetics, height, and so on.
If we gather enough characteristics we can uniquely repre-
sent the person with a high probability. This representation
is merely a set of characteristics which can form into a very
long string. However, such representation is prone to errors,
as identification is a process of many steps. Recording such
characteristics can be difficult as there can be discrepancies
in recording simple characteristics such as eye colour. Then

we must think about verifying the identity and the practicality
of doing so, too. So, with respect to an identification protocol,
we must consider the following:

1. Representation. What is being used to represent the en-
tity?

2. Capture. How are we capturing this representation?

3. Recording. Can it be recorded on a machine?, how is it
recorded? and the efficiency of doing so.

4. Security. Is it tamper-proof?, is there a risk to imperson-
ation and other relevant threats?

5. Verification. Can we verify the identity? is the process
error free? and is the process efficient enough (within
the context of the application)?

2.2 Authentication Methods
The username/email and password combination has remained
the go-to standard for authentication. Other iterations such
as password managers, two factor authentication (2FA), and
federated systems have made advances in improving its se-
curity and usability. Bonneau et al. in [8] provide a unique
framework that allows us to compare different authentication
schemes. In their paper they provide a unique insight on why
password has remained in being a practical system despite its
flaws. The comparative framework in [8] compares different
web authentication schemes based on 25 factors which are
categorised under three headings: usability, deployability and
security. As expected most other schemes perform better in se-
curity, mix results on usability, however all the other schemes
do worse than password on deployability. An overview of
their comparative result is visualised in Figure 5 along with
the comparative result of deeID.

Federated protocols such as OpenID [17], OAuth [18] and
SAML [19] provide a greater level of standardisation, their
adoption by tech-giants like Google [20] and Facebook [21]
has increased their adoption amongst developers as more users
find it more convenient to have have one login credential. Nev-
ertheless, they are still password based. Therefore, as noted
above, password is a weak form of authentication and security
remains to be a concern. Hardware tokens and phone-based
schemes that use special cryptographic keys are significantly
more secure than passwords. Though simple categorisation
does not mean an automatic better security; implementation
remains to be important too. As indicated in the results of [8]
(also shown in Figure 5), MP-Auth [22] and IronKey [23] are
shown to be less secure than their counterparts in the same
category.

Biometric-based authentication schemes are an easy to use
schemes. However, the scheme is held back due to technology
and the general noise when capturing the data (not determinis-
tic). Biometric schemes generally require a piece of hardware
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that is only useful for that application and thus makes it im-
practical for us to carry around all the time. Though, mobile
phones have helped by providing face and finger print scan-
ners in recent years. We should also see an increased use of
it as mobile phone adoption increases. Given that it is much
more difficult to steal biometric data [24] and its ease of use,
we should see more of it being used in conjunction with other
schemes.

2.3 Identity-based Cryptosystems

The drawbacks of using a public-key cryptosystem are its
practicality, certification and trusted party requirements. Such
drawbacks are mitigated in identity-based cryptosystems. It
essentially allows one to use one’s identity (e.g. name, date
of birth, place of birth etc.) as a public-key. In such a system
everyone would have access to some function f . This function
would allow one to compute the public-key from some string
which is unique to the individual.

The famed cryptographer Adi Shamir1 first introduced an
identity-based cryptosystem and signature scheme in his 1984
paper "Identity-based cryptosystems and signature schemes"
[25]. This novel technique is still based on public-key cryp-
tosystems, however, with a twist as he describes it himself.
Instead of generating and publishing a public-key, the user
can use a set of identities and features unique to themselves
(e.g. name, date of birth, place of birth etc.) as a proxy for the
public-key. The implementation scheme provided by Shamir
is only an identity-based signature scheme in this paper.

Shamir describes the scheme ideal for closed groups of
users, however, our ecosystem requires an open system, but
he also goes on to say it is practical on the national scale.

Key properties described by Shamir in [25]:

• A trusted key generation centre is required to generate
user’s secret key and issue in the form of smart card.

• Advantage is the ease of use, "...it can be used effec-
tively even by laymen who know nothing about keys or
protocols."

Security of the system depends on the following:

• Security of the underlying cryptographic functions

• Secrecy of the privileged information at the key genera-
tion centres.

• Thoroughness of identity checks at the key generation
centres before a smart card is issued.

• Precautions taken by the user to prevent loss, duplication
or unauthorised use of their card.

1https://www.britannica.com/biography/Adi-Shamir

Shamir only provides a signature implementation scheme
for his identity-based system idea. Shamir does return to
this idea in subsequent papers in the following years after
1984. In 1986, Fiat and Shamir give us the first concrete
solution [7]. They note that "The new identification scheme is
a combination of zero-knowledge interactive proofs [26] and
identity-based schemes [25]". In this paper [7] they provide
both the signature and proof of identity scheme that Shamir
proposed in the 1984 paper [25]. Moreover, Shamir along with
Feige and Fiat produce a further study on "Zero-Knowledge
Proofs of identity" [27], this paper discusses and differentiates
between zero-knowledge "proofs of membership" and "proofs
of knowledge".

Feige-Fiat–Shamir Identification Protocol [27] This
is the algorithm as described in their paper in 1988 "Zero
Knowledge Proofs of identity" [27]. We have made some
adjustments to the notation to be consistent throughout
this paper. Its security is dependent on the intractability of
computing the square roots mod n.

Assuming the interaction is occurring between two entities,
the prover A and the verifier B.

A’s key generation protocol is as follows:

1. Choose k random numbers S1, ...,Sk in Zn

2. Choose each v j (randomly and independently) as ±1 ·
(S2

j)
−1 mod n

3. Publish v1, ...,vk and keep S1, ...,Sk secret

The generation and verification process (i.e. interac-
tions) takes place as follows via a four step process: Re-
peat t times:

1. A (the prover), picks a random R, and sends X = ±R2

mod n

2. B (the verifier), sends a random boolean vector E1, ...,Ek

3. A sends the value Y = R ·∏E j=1 S j mod n

4. B verifies that X =±Y 2 ·∏E j=1 v j mod n

In their last remarks [27], Feige, Fiat and Shamir note: "An
interesting modification can eliminate the public key directory
and lead to a key-less identification scheme". We use the
identity string to public-key transformation provided in [7]
to create public-keys in the system. Implementation of the
scheme is given in the Architecture section.

The implementation provided by Fiat and Shamir [7] is
for proving ones identity through an interactive manner.
However, there had not been any encryption schemes until
the works of Boneh–Franklin [28] and Cliffor Cock’s
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scheme [29] in 2001.

The systems described above provide an important layer on
top of public-key cryptography, public-keys are not the most
user-friendly concept, for a national system we require a more
friendly scheme that even the laymen can understand and
operate. Moreover, the major advantage of the Fiat–Shamir
protocol is that it can work with systems that are limited in
power and memory.

There are other protocols similar to the Fiat–Shamir pro-
tocol, such as the Guillou-Quisquater (GQ) identification
scheme [30] (difference is a reduction in the number of mes-
sages exchanged and the memory requirements for user se-
crets). The Schnorr identification protocol [31] depends on
the intractability of the discrete logarithm problem unlike the
Fiat–Shamir and GQ protocol.

2.3.1 Attacks on Identification Protocols

There are various security threats to identification protocols
[32]:

• Impersonation. Pretending to be a different person

• Replay attack. Use of information from a previously
used protocol process, e.g. re-use of a poor signature.

• Interleaving attack. Multiple concurrent execution of
the protocol and using selective information for possible
attacks.

• Reflection Attack. Attack on a challenge-response
method to essentially tricking the challenger into provid-
ing itself with the answer.

• Forced Delay. Requires intercepting a message and de-
laying it until some later time (thus not a replay attack).

• Chosen-text Attack. Strategically choosing challenges
in an attempt to extract information about the provers
secret information.

3 Design

The goal of the proposed system, deeID, is to provide an alter-
native end-user authentication scheme to password whilst hav-
ing the ability to provide human identification functionalities.
In order to achieve these goals we provide two co-existing
functionalities: 1) Identification via Fiat–Shamir cryptosys-
tem (extended via blockchain for multiple identity issuers).
2) Out-of-band (mobile phone-based) authentication using
public-key cryptography. Our focus is on authentication and
identification for web-based applications but certainly not
bounded in capability to this ecosystem. Figure 1 provides an
overview of the proposed system.

deeID: Design of the Proposed System

Registration

Please prove your identity by
scanning this QR code using
your deeID mobile app.

The Client

deeID
Mobile App Blockchain Network

All entities have an
identity representation
on this network.

HTTP &
WebSocket
Server

1

2

3
ID Contracts

owner = 0xe3AA85...
type = ’org’
domains = { }
keys = {PubKey, Type, Name}
msg_server = ’www.deeID.com’

deeID Contract
User’s device

Figure 1: Overview of the deeID system. Ownership of the
deeID contract (identity contract) can be proven via private-
keys stored on the user’s mobile phone device. Numeric labels
are as follows. (1) Scan the QR code to get the necessary in-
formation about the server. (2) Interactive proof of identity
(an identity that has been verified by an organisation, let that
organisation be α). (3) Consult the blockchain for the exis-
tence of the identity issuer α; verify this organisation and
return the decision to the client and mobile phone application.

A mobile phone-based out-of-band authentication scheme
is resilient against Man-in-the-Browser and similar types of
attacks and it can also provide superior security (compared to
passwords) via a combination of what we have and what we
know (e.g. protecting the mobile app with a pin).

The key components of the proposed system are as follows.

• Blockchain and smart-contracts. Blockchain is used as
a decentralised public-key infrastructure. Each entity
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would have a unique representation on the network via a
smart-contract and they can store public-keys associated
with the user on this smart-contract.

• Mobile phone application. A device such as a mobile
phone that can store private-keys and interact with ser-
vices and servers over the internet (partly to ensure com-
patibility with existing web applications). The applica-
tion uses QR codes to interact with web applications
and then communicate with servers (using WebSocket
connection) to carry out the necessary functions (e.g.
interactive Fiat–Shamir scheme).

• Libraries. Required libraries that developers can install
so that their users can use deeID to authenticate them-
selves on the developer’s application.

We now use a normal identity card that we are all familiar
with as an analogy to describe deeID and its functionalities.
Figure 2 visualises this comparison; there are three main
components to an identity card:

• Photograph for verification. We typically use the photo-
graph of the individual on the identity card to identify
the user. Meaning that the assumed valid ID card be-
longs to the individual whom is trying to prove their
identity to the challenger. In deeID this is done through
the ownership of a private-key associated with an iden-
tity. Via the Fiat–Shamir scheme one would be able to
prove their ownership of the private-key and therefore
identity. Ownership of this key means that some entity
vouches for this person’s claim of identity.

• Human and machine readable strings. We require a
unique string that would uniquely identify the card. This
string can also be used for record keeping with respect
to the identity holder. Along with this unique string we
have the full name of the user as well. Though it is
typically not unique. However, it is what we use to iden-
tify with one another at a human level. In deeID, the
smart-contract on the network with its unique address
represents the unique machine-readable identity.

• Identity issuer’s integrity. The integrity of the identity
card comes through trusting the physical card itself and
its physical properties. This trust also assumes that the
verifier trusts the organisation that has issued the card.
We find organisations that require different proofs of
identity, e.g. passport and driving license in the UK.
Therefore, we are concerned with different issuers and
their reputation. Reputation in itself would require a full
research paper, in the current state of deeID we have
used a simple link on the identity issuer’s smart-contract,
which links to their web address if they have one proving
that the owner has access to both.

Relating deeID to an Identity Card

{
 Full name
 Date of birth
 deeID
 Issuer’s deeID
 .
  .
 .
}

BLOCKCHAIN NETWORK

Issuer’s deeID
contract

User’s deeID
contract

MOBILE PHONE STORAGE

= Private Key

1

1

2

2

3

3

Transformation

Machine and human
readable identifiers

Identity issuer’s integrity

Photo for verification

In order to prove the 
user is the owner of this 
identity the challenger 
would look at the 

photograph and cross 
check it with the user.

The challenger would 
accept certain identity 
cards and they would also 
would want to ensure the 
integrity of the card (i.e. it 

is not fake)

We are referred to by our 
names, and importantly 
the identity card would 
have a unique string. This 
string can be used for 
storage for the challenger.

proof of ownership

Website

Figure 2: At the top we have the main components of an iden-
tity card and at the bottom we have the equivalent functions
in deeID.

3.1 Public-key Management

Management of public-keys is an important aspect of deeID
which defines much of its capabilities. One novel contribu-
tion of this paper is the extension of the Fiat–Shamir scheme
to multiple identity issuers. We achieve this by using a
blockchain network as a decentralised PKI. Numerous stud-
ies have contributed to decentralised PKI (DPKI) [33] [34]
[35] [36] and here we represent a simple solution built on
Ethereum for deeID.

The use of DPKI goes beyond the Fiat–Shamir scheme
in deeID. The user can use it to associate other public-keys
to their identity, e.g. RSA keys for encryption and public-
keys used on other devices that links back to the identity.
Generally, DPKI has been proposed to be used for alternative
DNS solutions [37], IoT [38] and much more. The challenges
to the adoption of blockchain as a PKI is similar to that of any
other blockchain application: consensus schemes, practicality,
scaling and standardisation.

We assume that the user has ownership control of their
deeID smart-contract and thus any changes within the contract
are not malicious. Furthermore, the integrity of the the public-
keys fall under the actual deeID and individual public-keys
are not issued certificates as such. So, if a verifier has no
knowledge of the user’s deeID then they must first identify
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the deeID user (through the Fiat–Shamir scheme).
Adding new public-keys to the deeID smart-contract is a

simple process of invoking the addKey() function with the
following arguments: title, key and comment. The criteria
for adding the key is that the user must be the owner of the
deeID, i.e. by cross-checking the sender’s address with the
address of the owner (stored on the smart-contract). A real
world-application could use any of the keys stored on the
deeID to verify the integrity of the sender. Lastly, verifying
a specific key would involve querying the blockchain with
respect to the public-key and the deeID; this is achieved by
having a separate function on the identity smart-contracts,
getKey(), which would return all the details related to that
key.

Other blockchain-based PKIs are more traditional in that
they use certifications, e.g. CertLedger [33] and CertCoin
[39]. On deeID the authenticity and security comes from
the identification of the deeID (identity smart-contract) itself
which can depend on the identity issuer and the verifier’s
willingness to trust the issuer or not. We do not propose a
design to quantify this trust here, we envision the existence
of a quantifiable reputation layer.

3.2 Authentication
The proposed system provides an alternative authentication
option to password-based schemes. This alternative scheme
is compatible with current technologies with minimum de-
velopment overhead. The components of the authentication
system are: a mobile phone running deeID application and the
web application running a blockchain node with the necessary
deeID libraries for it to interact with the mobile phone.

One can authenticate themselves via four different meth-
ods:

1. Explicit link to deeID. With this method we are using
the identity smart-contract to authenticate the user. Es-
sentially using the PKI method. Once the user has a
public-key stored on their deeID contract then they can
use that to authenticate themselves using their deeID ad-
dress (smart-contract address). The user and the verifier
have to query the chain for the existence of the spe-
cific public-key used to sign the authentication message.
Lastly, because only the deeID address is used to authen-
ticate the user, the user can store multiple public-keys on
the contract and use multiple-devices with different keys
for authentication. The Figure in Appendix E provides a
visual sequence of main events that are required in this
authentication process. At the end the typical session
creation occurs.

2. Generate a public-key. One can also avoid the use of
the blockchain all-together and simply generate a unique
public-private key once they register with a website and
use this public-key for authentication. The benefit of this

is that the user can remain anonymous to the applica-
tion. This also provides unlinkable authentication. This
means that two or more colluding servers are unable to
determine if the user is using their platform. Therefore,
providing some privacy if required. Though the collud-
ing servers could use other means, such as IP address, to
guess if they have the same users.

3. Fiat–Shamir identification. The user can simply use
the Fiat–Shamir scheme to authenticate themselves too.
With this method you’re also sharing your identity and
its proof; this is therefore not useful if the user wishes to
remain anonymous.

4. Strong password. Just like with the second method, one
can use their mobile phone like a password manager and
generate strong passwords to authenticate themselves
with a given service.

Auth Method Chain Query Interactive Multi
Storage Chain Device

Explicit link to deeID Yes Yes No Yes
Generate a public-key No No No No
Fiat–Shamir iden’ Yes Yes Yes No
Strong password No No No No

Table 1: Methods of authentication with deeID.

Table 1 summarises the above authentication methods. Al-
though the choice of which authentication method to use is
not entirely dependent on the user, we believe, ultimately, on-
line behaviour will dictate which method is best suited to a
given application. The differences between the authentication
methods are primarily the use of blockchain and ease of use
(e.g. multi-device and requirement of a mobile phone).

3.3 Issuing an Identity

We have described the system as dynamic and self-serving.
This means that anyone and anything can issue an identity.
This is done through the Fiat–Shamir cryptosystem. Essen-
tially, each issuer would have two large primes numbers that
are kept secret, the product of these two are kept on the issuer’s
blockchain identity, i.e. smart-contract, so, when an identity
holder claims to have been issued an identity, the verifier can
check the existence of the product of the two large prime
numbers within the issuers smart-contract or deeIDcontract .

Below we go through an example of how an identity is
issued by any other participant on the network. The first box
states the requirements and the necessary steps required be-
fore two participants can create identities for each other.

Everyone in the system would have access to a function
(described as f throughout the paper) that any developer can
use to transform an identity string to a Fiat–Shamir public-key
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given the identity string I, public key indices and n. A simple
numerical example is given in Appendix B.

When an identity is issued, the state of the blockchain
would not change; therefore there is no blockchain related
costs associated with issuing new identities. The issuer would
have the product of p and q, n, within their smart-contract al-
ready, if not then the issuer would have to create a transaction
and place n within their keys array on the smart-contract, in
this scenario there is an associated cost with this transaction.

The following boxes will explain the steps required in is-
suing an identity. The end result is that the user will have a
private-key associated with the verifier; the user can use this
private-key to prove the identity that the issuer has vouched
for.

Requirements

Steps required before an entity can issue an identity:
Person A: The individual wishing to get a new iden-
tity from another person or organisation. Person B:
Identity issuer.

1. A: Must create a deeID representation on the
blockchain, e.g. on Ethereum, create a unique
contract as per the common standards.

2. B: Must also create a deeID representation on
the network.

3. B: Create a random modulus which is a prod-
uct of two large prime numbers, n = pq, and n
should be at least 512bits.

4. B: Store n on the network. In our implementa-
tion it is stored in a data structure on the deeID
contract.

Example of issuing an identity

1. A: Hand over the required identity bits, I1 =
{Fullname, DoB, deeID, City of Birth}

2. B: Add a random string to I1, and let that be I
hereafter.

3. B: Verify the identity of A (e.g. face to face by
looking at passport etc.)

4. B: If successful, create the credentials as fol-
lows:

(a) Create the public-keys: v j = f (I, j) where
v j is the public-key, f is some pseudo-
random function (expansion of this is given
in Appendix A and construction of such
a function is explained in [40]) and j are
small random values; to create the public
keys we pick k distinct j values for which
v j is a quadratic residue mod n, i.e. solution
exists for x2 = v j mod (n)

(b) Calculate the secret keys for A by taking
the smallest s j =

√
(v−1

j ) mod (n).

(c) So the set of k public keys and associated
j values would give us two sets of val-
ues: V = {v j(1),v j(2), ...,v j(k)}which is our
public keys, J = { j1, j2, ..., jk}

5. Now B can hand over {I,J,S,V} to A. V is
technically not required because they can re-
calculate it themselves if they have I and J.

3.4 Verifying an Identity
We have covered how you can issue an identity to someone,
now we will go over how you can verify that identity. You
can think of verifying an identity via deeID as checking the
person’s passport to get the real identity of that person. So,
To give context, this would typically happen when one is
applying for a credit card, insurance policy or car finance on-
line. Figure 3 provides an overview of how we will go about
this. We assume that the verifier (the backend and WebSocket
servers) will have a set of trusted identity issuers’ deeID ad-
dresses (i.e. a list of entities that the website trusts in issuing
out identity credentials to users). Therefore, when the website
requests a proof of identity they will ensure that the provided
identity is provided by one of the trusted issuers. The actual
identification process occurs between the web server and the
user’s mobile phone device. For this to happen the user has to
first interact with the client, capture the required information
(via QR code) and then carry out the identification protocol
with the WebSocket server. Upon the completion of the verifi-
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Verifying an Issued Identity

1

1 2 3

4

5

Approve

Client page

User device
e.g. mobile phone

Create session
& get session id Scan

the QR code

Prove
knowledge of
secret key

associated with ID

Verify if
the identity
has been
issued by a
trusted issuer

&
inform serverinform server
and client

WebSocket
Server

Backend
server

Figure 3: Visualisation of how a web page can verify a user’s identity.

cation the server can update the client and carry out with the
intended functions (e.g. registration and creating a session for
the user).

3.5 Phishing Protection

This is a common threat that involves social engineering tech-
niques to hijack identity and sensitive information, such as
passwords. The threat channels are commonly: SMS or any
instant messaging platform, emails, miss-typed or look-alike
URLs. The consequences of phishing attacks are: account hi-
jacking, identity theft, financial loss and much more. There are
countermeasure techniques [41], however the lack of adoption
of a single standard hinders the growth of these techniques.

deeID can circumvent phishing attacks, it does so primarily
by mitigating the risks of social engineering; deeID reduces
operator errors. Upon registration the deeID mobile applica-
tion creates a link in its local storage. This store is essentially
a dictionary of services that the user has a connection with.
Because all communications and transfer of information is
through the deeID mobile application, the threat of sharing
sensitive information is drastically reduced. We assume in this
scenario that the user’s device is secure. The system avoids
relying on the user for the entire process of authentication
(recognising the website, inserting information and so on),
this is similar to the PhoolProof system [42].

4 Implementation

We implemented a proof-of-concept that demonstrates the
authentication and identification functionalities on the web.
The mobile phone application was developed using the

react-native [43] framework. The blockchain and smart-
contracts were developed and tested on a local Ethereum [44]
network. The Fiat–Shamir cryptosystem was implemented us-
ing Python. Dummy website representing an organisation (to
issue identities and perform test authentication and identifica-
tion) was created using the flask [45] web framework. The
interaction between the back-end server of the website, client
page and the mobile phone was carried out by a secondary
back-end WebSocket server.

We implement the functionalities to allow one to authen-
ticate themselves via public-key cryptography with a web
server and to identify themselves via the Fiat–Shamir cryp-
tosystem. Figure 4 shows the interfaces of the registration
page (client) and the mobile phone application. The content
of the QR code is show in Listing 1.

{

'type': 'deeIDFS', //Fiat--Shamir identification

'wsURL': 'https://localhost:5678', // WebSocket URL

'uID': '', // session ID

'expirytime' : '',

'webdeeID': '', // deeID of the website

'sig': '', // sig to ensure msg integrity

}

Listing 1: The above JSON is encoded into a QR code. This is
used on the registration page for identification.

8



deeID Client and Mobile Application Screenshot

Figure 4: Client and mobile application interface design.
Upon scanning the QR image the mobile application would
recognise the message type and respond appropriately. In this
instance it is an identification request.

4.1 Fiat–Shamir Implementation

The user can create their identities and receive Fiat–Shamir
keys via the created website and then import it into their
mobile phone application. The keys are 512bits long. The
prover’s functionalities are found on the mobile phone ap-
plication and the verifier’s functionalities on the WebSocket
server.

4.2 Blockchain Functionalities

Our implementation begun with building the necessary
blockchain components (such as smart-contracts). Truffle
[46] was used to develop and test out the necessary identity
contracts on a local Ethereum test network. In the deeID
ecosystem each entity has a unique representation on the net-
work via a smart-contract. The address of this smart-contract
is the user’s unique identifier. The main functionalities of this
contract are shown in Listing 2.

// Add a key to your contract

function addKey(string memory _title,

string memory _key, string memory _comment) {}

// returns the length of keys array

// i.e. number of keys stored

function lenKeys() {}

// Get a specific key

// Returns title, key, status, comment and approver

function getKey(uint _index) {}

// Get the URL of the user's messaging server

function msgServer() {}

// change the messaging server

function changeMsgServer(string memory _url) {}

Listing 2: Skeleton of the main deeID contract. Showing main
functions, each user would have a unique deeID contract that
other users can interact with.

4.3 Mobile Application Functionalities

The mobile phone application can carry out the interactive
proof (as per the Fiat–Shamir cryptosystem) with a Web-
Socket server. The application can sign messages (for authen-
tication) or other purposes with public-keys associated with
their identity (or it can be anonymous too). Example of the
payload used is shown in Listing 3.

var payload = JSON.stringify({

'type': 'loginSig', // type of msg

'uID': uID, // session ID

'deeID': deeID, // user's deeID

'expirytime': '',

'data': '',

'sig' : ''

});

Listing 3: Data structure used to communicate with the Web-
Socket server when the mobile phone application is attempt-
ing authentication.

4.4 WebSocket Functionalities

The WebSocket creates a dynamic and user friendly applica-
tion as it allows the interaction between the server, client and
mobile phone application to be live. The WebSocket server
accepts JSON messages that have a type field. Currently it
differentiates between a basic signature (created using the
Ethereum crypto functions) and the Fiat–Shamir messages.
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5 Evaluation

In order to evaluate our system we have used the framework
proposed in [8], this allows us to compare the system with
different types of authentication schemes in detail.

5.1 Semi-structured Evaluation of User Au-
thentication Schemes Framework

In ’The Quest to Replace Passwords’ [8], the authors suggest
a framework that compares various authentication schemes,
with a strong focus on web authentication. In this section we
will put deeID to the test.

Starting with Usability benefits, we believe deeID provides
Memorywise-Effortless benefits, there is no need to remember
a password or a secret. However, for more security we encour-
age users to have a pin-protected device. The application is
highly scalable for the users, they can store as many creden-
tials as they want without any extra burden, therefore better
than passwords. However, the users are required to carry a
device with themselves, such as a mobile phone device, since
this is an object that they carry around with themselves any-
way, we rate it as Quasi-Nothing-to-Carry. The scheme is
also Physically-Effortless, they are only required to aim their
device for example and then press a button to grant or decline
a request. The scheme is also Easy-to-learn and intuitive, it
requires scanning an image and pressing a button. Also it
is far more efficient than a password, Efficient-to-Use, the
user is only required to scan and press a button, no need to
type or remember a password for example. Infrequent-Errors,
mainly compared against biometric schemes, the process is
very reliable and there are no false-positives. The scheme,
however, is not so easy with respect to recovery of lost private
keys, depending on which keys are lost, usually there are no
recovery methods but to replace the lost credentials with the
identity provider.

Moving onto Deployability benefits: The scheme is highly
Accessible, and provides Negligible-Cost-per-User, beyond
the access of a mobile-phone device the user is not required
to spend anymore money, this is same for the verifier. The
scheme is also Server-Compatible, meaning with their
existing technology they are able to run the scheme. At
the prover’s end, they do not require to change or amend
their browsers, therefore it is Browser-Compatible. It is not
proprietary technology, however, it isn’t mature at this stage.

On Security-benefits: It is resilient to physical observations,
as the secret is not observable and all authentications do not
require the user to reveal the secret keys. It is also resilient to
targeted impersonation, knowledge of ones personal details
will not mean that they can break the authentication scheme.
Given that the scheme is challenge-response based, and it
is machine-to-machine (mobile phone to server), the rate of
failure due to any other reason than wrong key is low, there-

fore the chance of guessing and getting it right is very low.
Unthrottled-guessing depends on the identity provider and
the length of their keys. Resilient-to-Internal-Observation is
very low, since the user does not interact with the private keys
directly, therefore key logging and other methods have no
chance of revealing the secret-key. Given the zero-knowledge
concept of the Fiat–Shamir concept, anything that the verifier
knows cannot help reveal any information about the user’s
secret key.The scheme is also resilient to phishing attacks,
again due to ZK, no information about the secret-key is re-
vealed. The scheme is less resilient to theft, however with the
use of a PIN on the device, the scheme is qusi-resilient-to-
theft. No-Trusted-Third-Party: the scheme does not rely on
trusted third-parties beyond the initial identity offer, therefore
they have no control and influence thereafter, if they become
compromised it only means that identities should no longer
be accepted by the newly untrusted-third-party. The scheme
requires Explicit consent from the user for any authentication
(physically pressing a button after logging in to their device).
Since there is no authenticator, they cannot link whether the
same user is logging in to various services. However, if the
verifiers do collude and share user information, then of course
they will be able to know that they have the same set of users.
The point being that with just the authentication scheme itself,
they will not be able to link users.

6 Discussion

Human identification is an integral part of the security of
the digital ecosystem. Though it is a missing element at the
moment which is leading to account breaches, identity theft
and much more. In this paper we introduced the Fiat–Shamir
scheme and have generalised it so that it could work on a
larger scale (country and global level) with multiple identity
issuers. Our solution has been to use the blockchain as a de-
centralised PKI. Blockchain-based PKIs have shown promises
in research and applications. Emergence of blockchain-based
PKIs have come about mainly due to the weak-link security
problem with respect to certificate authorities and the X.509
standard [47] (other main PKI standard is OpenPGP [48]).
Consequently, this has led to new approaches such as the
Google Certificate Transparency project [49]. Blockchain
PKI models such as [50] attempt to overcome the weaknesses
of the current PKI standards.

We begun our quest with the question of how to represent
a human on a digital network? and what mechanisms are
required to interact with the identity of this entity? Going
back to our four rules: a) Capture: each identity must have a
unique representation on the network. Each deeID contract
has a unique address. b) Recording: It must be machine and
human readable. The deeID contract address is unique and
machine-readable. The user can also prove their identity and
give their human readable names to the challenger. c) Secu-
rity: can we protect from impersonation and other attacks?

10



Category Scheme M
e
m

o
ry

w
is

e
-E

ff
o
rt

le
s
s

S
c
a
la

b
le

-f
o
r-

u
s
e
rs

N
o
th

in
g
-t

o
-C

a
rr

y

P
h
y
s
ic

a
lly

-E
ff
o
rt

le
s
s

E
a
s
y
-t

o
-L

e
a
rn

E
ff
ic

ie
n
t-

to
-U

s
e

In
fr

e
q
u
e
n
t-

E
rr

o
rs

E
a
s
y
-R

e
c
o
v
e
ry

-f
ro

m
-L

o
s
s

A
c
c
e
s
s
ib

le

N
e
g
lig

ib
le

-C
o
s
t-

p
e
r-

U
s
e
r

S
e
rv

e
r-

C
o
m

p
a
ti
b
le

B
ro

w
s
e
r-

C
o
m

p
a
ti
b
le

M
a
tu

re

N
o
n
-p

ro
p
ri
e
ta

ry

R
e
s
ili

e
n
t 
to

 p
h
y
s
ic

a
l 
o
b
s
e
rv

a
ti
o
n

R
e
s
ili

e
n
t 
to

 t
a
rg

e
te

d
 I
m

p
e
rs

o
n
a
ti
o
n

R
e
s
ili

e
n
t 
to

 T
h
ro

tt
le

d
 G

u
e
s
s
in

g

R
e
s
ili

e
n
t 
to

 U
n
tr

o
tt
le

d
 G

u
e
s
s
in

g

R
e
s
ili

e
n
t 
to

 I
n
te

rn
a
l 
O

b
s
e
rv

a
ti
o
n

R
e
s
ili

e
n
t 
to

 L
e
a
k
s
 f
ro

m
 O

th
e
r 

V
e
ri
fi
e
rs

R
e
s
ili

e
n
t 
to

 P
h
is

h
in

g

R
e
s
ili

e
n
t 
to

 T
h
e
ft

N
O

 T
ru

s
te

d
 T

h
ir
d
 P

a
rt

y

R
e
q
u
ir
in

g
 E

x
p
lic

it
 C

o
n
s
e
n
t

U
n
lin

k
a
b
le
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Figure 5: Visual evaluation of various schemes and our new blockchain-based scheme (deeID)

Best current method is using public-key cryptography and
what we posses rather than what we know or what we are.
d) Verification: Using the mobile phone device and the Fiat–
Shamir scheme we can verify identities easily. Similar to
uPort we have represented the identity by a smart-contract
which is uniquely identified in the network. Therefore, each
identity has an interactive code on the network (managed
by the identity holder themselves). So, here, identity is no

longer a piece of string such as your full name, but a totally
unique digital representation on a network. The benefit of this
is that it is a single-source of truth that everyone can use and
agree upon. So, your bank, hospital and school can all use
the same identity. Using the same identity and authentication
scheme can provide data sharing which in itself has huge
benefits. We believe merging the Fiat–Shamir scheme with
the existing blockchain identity methods is a novel method
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for an identification system.
The benefit of using the Fiat–Shamir scheme over sim-

ply signing an identity string is the privacy and security it
provides. Moreover it saves transactions and space on the net-
work. However, it is still important to keep our ’full names’,
the basic string identity, because we humans still need to
communicate with one another and be able to identify each
other. Which is not possible if we are identified by a 512bit
unique identity string. There have been studies such as [51],

’Towards reliable storage of 56-bit secrets in human memory’,
where the authors tried to see if we humans can remember
long bits of string. The conclusion was that humans are able
to learn cryptographic secrets (56-bit in this case), though
it requires significant learning periods and other limitations
such as recalling times.

Trusting the identity issuer depends upon the verifier. At
the moment it is conceived to be a simple linear trace back
of identities until the final link can be verified by an official
web page. In our implementation we have a simple link to
an official website or regulatory-body portal. However, there
is considerable work to be done in improving this, e.g. one
can quantify trust and provide recommendation to the verifier
whether the issuer is trust-worthy or not. A reputation-based
network can provide some metric for verifiers to work from.
However, one must consider the ethical implications of quan-
tifying reputation.

The proposed system is an out-of-band system. With this
characteristics we can naturally guard against Man-in-the-
Browser (MitB) [52] and form grabber threats. deeID simply
reads a QR code from the web client and then transfers the
relevant information to another server using a WebSocket con-
nection. This separate channel circumvents MitB type threats.
A notable example of such a threat is the British Airways
(BA) hack; BA is reportedly being fined £183 million [53] for
the 2018 breach of their site where thousands of customer’s
personal information were stolen via a form grabbing tech-
nique. The attackers compromised a script on the site [54] and
were able to capture data as it was being entered on the page.
The deeID architecture prevents authentication and identifica-
tion information from being stolen via these attacks, one can
extend deeID for an out-of-band form transactions.

Our evaluation based on the framework from [8] indicates
that between the three categories of usability, deployability
and security, our protocol betters federated systems in security,
betters hardware tokens and phone-based systems in deploya-
bility. According to the evaluation in [8], these systems are
the closest systems in bettering password. Our protocol is
inherently a password manager too, as the device used to man-
age keys and do the necessary computation on behalf of the
identity holder. It can also store and manage passwords. But,
this is merely a backward-compatible feature, as we envision
a future that does not use password-based schemes.

It should be noted that the framework in figure 1 is designed
for the practicality of a human as it has factors such as ’noth-

ing to carry’, ’physical-effortlessness’ and ’memory-wise-
effortless’. Therefore, the protocols are very human-centric at
the moment. Nevertheless, as we progress into the domains of
AI and IoT we can improve upon these protocols and frame-
works to cater to other non-human entities too. Also note that
no other system can better passwords that are stored and re-
trieved easily in our brains but as the number of passwords to
remember grows then we start running into problems and thus
other schemes such as password managers’ benefits become
more apparent.

Beyond the primary use case of authentication and identifi-
cation on the web, we deem the following to be useful appli-
cations of deeID. SIM swap attack is where an attacker uses
social-engineering (operator error and weakness) to convince
the user’s mobile carrier to swap the SIM to the attacker’s
SIM. The consequence of this is that the attacker can hijack ac-
counts that use two factor authentication (2FA). Notable hacks
include the hijacking of celebrity Instagram accounts [55] and
individuals losing millions of pounds of cryptocurrency as
their exchange accounts were linked to their mobile phone
number using 2FA. This is a growing threat that is leading
to more organised crime [56]. Preventive techniques include
using a PIN or better 2FA [57]. However, these are patchy
and preventive measures; a standardised solution through the
use of decentralised identity like that of deeID across mobile
network carriers would be a better solution. Explicitly linking
the user’s deeID to their SIM and having a hardware linked
crypto keys.

The mechanism of preventing identity theft is as follows.
An attacker can steal an identity and order a credit card by only
knowing the victims name, address and date of birth. Credit
checks, for example, should be a push mechanism from the
identity owner rather than a pull by knowing the victim’s
basic personal information. With deeID the process of open-
ing a credit account can be as follows: The credit agencies
(Experian [58], Equifax [59] and TransUnion [60]) would
encourage their customers to link their data to their deeID.
Once a company does a credit check through these credit agen-
cies, the agency would notify the identity owner and request
approval rather than automatically granting access.

The system limitations are as follows. In the proposed sys-
tem, trusted parties are not totally eliminated; we require these
trusted entities to physically verify the user before issuing
them an identity. This process would require some sort of a
standard and perhaps an explanation to identity verifiers to
instill trust in their (identity verification) process.

Our implementation used Ethereum and its proof-of-work
consensus scheme. This consensus scheme has limitations in
energy usage, trust of the miners. We believe alternative con-
sensus schemes such as Proof-of-Stake or more experimental
schemes such as Proof-of-Reputation [61] are better suited to
a network exclusively built for identity management.

Using a blockchain system on a mobile phone is also a
challenge as we do not verify the integrity of the network
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on the mobile phone. In our implementation we relied on
a trusted node to get information regarding the state of the
blockchain. An implementation of a light node would be
a method of overcoming this challenge. This could form a
further branch of future work.

Revoking an identity from a user could happen in reality.
Currently, with the Fiat–Shamir scheme, if an issuer issues x
number of identities based on the public n (product of p and
q) then revoking a single identity means revoking identities
for all individuals using n. This is clearly a challenge and
issuing and re-issuing identities if one identity need revoking
is not efficient.

7 Related Work

There are numerous examples of blockchain-based identity
systems, each utilising either Ethereum [44] or Bitcoin as their
blockchain platform. Moreover, organisations are coming to-
gether under foundations such as the Decentralized Identity
Foundation [62] to create a standardised ecosystem. Stan-
dards are also being developed at the same time, evident by
Decentralized Identifiers (DID) [63].

Numerous papers such as [64] have implemented variations
of identity solutions on the blockchain. Zhu and Badr [65] in
their survey provide further information on blockchain-based
identity systems. Many of the notable implementations are
commercial or experimental projects, such as uPort [66] and
Sovrin [67]. Taking these two as an example, they both try to
do the same function but using very different technology and
philosophy to tackle decentralisation, security and trust. uPort
uses the Ethereum blockchain; so, its consensus, security and
growth is bounded by the Ethereum chain. Sovrin has taken
a different approach, it uses the Hypderledger [68] stack and
it is a permissioned ledger. With respect to consensus, the
integrity of the Sovrin network is maintained by the so called
stewards. Therefore, one has to raise the question of whether
if it really is self-sovereign at all? The transparency of a
cheated system is irrelevant if the honest participants cannot
do anything about it.

The closest related work, to our knowledge, is the work
of Boontaetae et al. [13]. They have similarly utilised the
blockchain (Ethereum in their implementation) as a PKI sys-
tem and identities are issued by trusted sources known as
Trusted Source Certificate Authorities (TSCA). the TSCAs
are responsible for verifying the end-user’s identity via some
offline means and then signing their cryptographic keys using
their own. Consequently, storing the relevant keys in a uni-
versal smart-contract (named RDI). The cryptographic keys
are known to be the hot and cold keys, where the hot-key
represents an identity and the cold-key is responsible for re-
voking the hot-key. Several issues begin to emerge at this
point, e.g. signing keys en mass proves to be a fatal security
problem. If a key gets compromised then the entirety of the
signed-keys must be re-signed by a new key. Another issue is

the representation of identity, it is fair to say that an identity
is represented by a key. But who is that key? and what human
readable attributes can we attach to that key?. This hasn’t
been discussed enough in the paper - legitimacy of an identity
can be important in its own. However, most applications will
require cross-referencing and at times some human readable
attributes too.

Whilst most of the above works provide some sort of
authentication (e.g. Login with uPort) they do not provide
the identification standard that we provide through the Fiat–
Shamir cryptosystem. deeID has the ability to provide multi-
ple identities with minimum use of the blockchain network.

8 Conclusion

In this paper we have demonstrated a clear use for the Fiat–
Shamir identification cryptosystem at country and global level
with the ability of having multiple identity issuers. We have
designed and implemented an out-of-band and blockchain-
based authentication and identification system (deeID) that
can be a secure and practical alternative to password-based
schemes. We have argued that deeID provides better security
than federated, specific mobile phone-based, and hardware-
based systems which in turn provide better security than pass-
words. Deployability is where most schemes fall back on
compared to passwords. However, this is something that can-
not be beaten due to knowing something is more deployable
than all other systems. Given that our system can inherently
be a password manager too, it therefore strikes a better bal-
ance between the three major comparison factors of usability,
deployability and security.

deeID can also be built on top of other blockchain technolo-
gies. Our novel contribution is improving upon identity repre-
sentation through smart-contracts, allowing the blockchain as
a cryptographic key management and a trusted-source of iden-
tities and providing a mechanism for people on the network
to provide identities to one another.

Future work can be separated into four different pillars: (1)
General algorithm optimisation of the Fiat–Shamir cryptosys-
tem. (2) We believe that an identity system such as the one
proposed in this paper could become an integral part of future
blockchain systems that utilise Proof-of-Authority consensus
schemes. A deeID based Proof-of-Authority that is Byzantine
Fault Tolerant with some quantifiable method for reputation
to manage the network. (3) Extend the design to support ma-
chine and legal entity identity (i.e. go beyond human identity).
(4) Work on interoperability of the design and communication
standards.

Availability

Our implementation and code can be found at https://gi
thub.com/deeId.
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Appendices
A Pseudo-random functions and the j values

In explaining the identification cryptosystem, Fiat and Shamir,
in their paper [7] use the so called pseudo-random function
along with a random seed, j. The pseudo-random function
f maps an arbitrary string to the range of [0,n), where n is
the product of the prime numbers p and q. A pseudorandom
function (PRF), essentially, emulates a random oracle in that
the output of both should be indistinguishable by a polyno-
mially bounded computation. Therefore, all outputs of the
pseudorandom function will appear to be random but it of
course is a deterministic function.

The j value which is used in calculating the public key,
v j = f (I, j) (I is our identity string), j is the random seed in
our input to the pseudorandom function. Moreover it acts as
an adjustment factor to get a public-key (v j) that is a quadratic
residue mod n.

B From Public-key to Private-key Using the
Fiat–Shamir Scheme

Here we will go through a numerical example of how to
calculate the private-key key from the public-key as per the
Fiat–Shamir scheme [7].

Remarks: The actual cryptosystem uses a function that
maps the identity string to a range of [0,n). We will skip this
step. Lastly, the cryptosystem uses a set of k keys, we will
create one key in this example (i.e. k = 1).

We start with our secret prime numbers of p and q:

p = 7

q = 11

n = p∗q = 77

lets assume that v = f (I,k) = 64, thus our public key is 64,
which is a quadratic residue mod n. Now our goal is to
compute the smallest s:

s =
√

v−1 mod n

Calculate v̄ = v−1 mod n using the extended euclidean
algorithm:

v̄ = 64−1 mod 77
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v̄ = 71

Now we find the smallest square root for this value, v̄.

71 mod 7 = 1

71 mod 11 = 5

Now calculating the square roots via the Tonelli–Shanks al-
gorithm we obtain ±1 and ±4. Next, we use the Chinese-
remainder theorem to combine the roots to find the square
roots v̄ mod n. And thus for our values of ±1 and ±4 we
obtain 15. Thus s = 15. The python function that we imple-
mented to create the Fiat–Shamir private-key is shown in
Appendix C.

C Python Function: Generating Fiat–Shamir
Secret-keys from Public-keys

In Appendix B we went through a simple mathematical exam-
ple of creating a private-key from the public-key based on the
Fiat–Shamir cryptosystem. In Listing 4 we show the Python
code to do the same computation.

'''

GENERATE SECRET KEY

v = public key

p and q = secret factors of n

n = modulus, product of p & q

'''

def genSecretKey(v, p, q, n):

v = egcd(v, n)[1] % n

b1 = tonelli(v % p, p)

b2 = tonelli(v % q, q)

# Square root signs

a = [b1, b2, b1, b2*-1, b1*-1,

b2*-1, b1*-1, b2]

j = 0

smallest = -1

for i in range(0,4):

n = [p, q]

c = [a[j], a[j+1]]

cr = chinese_remainder(n, c)

if (smallest<0):

smallest = cr

elif(cr < smallest):

smallest = cr

j +=2

return smallest

Listing 4: Python function showing the process of creating
private-keys from public-keys as per the Fiat–Shamir cryp-
tosystem.

D Tonelli-Shanks Algorithm

This is an algorithm developed by Daniel Shanks in 1973 [69]
which has roots to the work of Alberto Tonelli in 1891. This
is an algorithm to solve an equation of the following kind
(where p is a prime):

x2 ≡ n mod p

Algorithm 1: Finding square roots modulo x prime p
- [70]

1. Set k = n,z = uq,x = a(q+1)/2,b = aq.
2. Let m be the least integer with b2m ≡ 1 mod p.
3. Set t = z2k−m−1

,z = t2,b = bz,x = xt.
4. If b = 1, stop and return x, otherwise set k = m and

go to step 1.
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E Example of Authentication

Authentication with explicit link to deeID

Client WS Server Mobile Blockchain

Get session

session ID = x

createQR(type, x, deeIDclient.add)

QR
Read QR code

sign(m = {x,deeIDuser.add},Kprivate)

σ

send σ and m

Valid σ

is deeIDuser.add in my database?

True
veri f ySig(σ,m)

Kpublic
is Kpublic in Contract.deeIDuser.add?

True

Successful authentication
Login successful

Figure 6: Sequence of authentication and the steps taken in
order to authenticate whilst using deeID with one specific
public-key.
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